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How much do people understand about the
collection and use of their personal data?

How much do they need to understand?

What controls are needed?



Privacy

“The claim of individuals, groups, or institutions to
determine for themselves when, how, and to what
extent information about them is communicated to

others”.

Alan Westin, Privacy and Freedom, 1968.



Facebook is an interesting example for at
least three reasons:;

1) Size: number of users, and amount of content

2) Evolution of features, privacy settings and
audience controls

3) Facebook Platform
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Do users’ privacy settings match
their sharing intentions??

[Madejski, Johnson, and Bellovin, SESOC 2012]
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Do users’ privacy settings match
their sharing intentions?

1/ Survey on attitudes and behaviors

2/ Collect sharing intentions

3/ [app] Identify potential inconsistencies
between intentions and actual settings

4/ Collect feedback on the potential
Inconsistencies

1
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Facebook Privacy Controls: May 2010

@ Sharing on Facebook

Everyone Everyone FII":IfI:gZSOf FI‘OI?:‘I]:S
Friends of Friends
My status, photos, and posts *
Friends Only
Family and relationships *
Photos and videos I'm tagged in *
s Religious and political views X
Can comment on posts *
Email addresses and IM *
Phone numbers and address X
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Step 2: Collect Intentions

Stranaer | Friend Network | Friend of

J Member friend
show show show show

Work apathetic apathetic apathetic apathetic
hide hide hide hide
show show show show

School apathetic apathetic apathetic apathetic
hide hide hide hide
show show show show

Alcohol apathetic apathetic apathetic apathetic
hide hide hide hide
- show show show show

Political apathetic apathetic apathetic apathetic
hide hide hide hide
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Category: work Group: stranger

Intention: hide

My boss is such a jerk!

What is your response to this work
post that is visible to strangers?

1. The information is misclassified.
2. | will not modify my settings.

3. | will modify my settings.
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Sample: 65 undergrads

Friends

mean = 601
range = [160,1894]

farnele
971.9%

Facebook reports
mean = 130

[iStrategylLabs, 2010]
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Percentage of participants
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Breakdown of Confirmed Violations (out of 1191)
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Breakdown of Confirmed Violations (out of 1191)
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Breakdown of Confirmed Violations (out of 1191)
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Possible Explanations

Only some violations are worth addressing
The user doesn’t care

The user would correct it but they don’t
know how

The user already knows that a privacy
control to correct for it does not exist
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What are Facebook users’
iInterpersonal privacy concerns??

How do they mitigate their concerns?

[Johnson, Egelman, and Bellovin, SOUPS 2012]
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Method

e Designed a survey to address to collect
attitudes and behaviors

e |Implemented the survey as a Facebook
app
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Survey Structure

1/ Friend network composition

2/ Have you ever ...

posted a photo then deleted it?
removed a Friend from your network?

3/ Concern with specific scenarios

4/ Gauge sharing concerns about
specific friends or pieces of content
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Rate your level of concern

Your employer will see an inappropriate photo
or comment on your profile.

e stranger ® [aw enforcement
® a prospective employer e your university
® your employer e sexual predators

® thieves e political parties

[Young and Quan-Haase, CT 2009]
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You posted, “In SF for Usenix”
A friend commented, “Me too! See you at the reception.”

A friend commented, “Play hooky, let’s go to the MOMA!”

How would you feel if a stranger saw this?
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How do you feel about Rachel Smith
viewing all the information you have
posted to Facebook?
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Sample

n =260

Age 18-62

fannzle
70%

(W =33.8, o =10.6)

https://www.researchmatch.org/
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FINdings



Widespread concern
about outsiders

Combined responses to:

e Scenarios
e Non-Friends seeing specific posts

89% of participants had concerns
about outsiders accessing their posts.
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Most users effectively
manage the stranger threat.

Wall Photos
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FINdings

People experience difficulty managing
fine-grained audience controls.

People use some audience controls.

Privacy concerns are individualized.
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A Silver Lining?

1/ Increasing popularity of social
networking and small group messaging

apps

2/ Facebook and others iterating to
improve the user interfaces
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A Field Trial of Privacy Nudges

Wang, Leon, Acquisti, Cranor, Forget, and
Sadeh

CHI 2014

| just watched a fun video of a tiger eating catmint.,

These people and 102 more can see your post.




Privacy Checkup

Three quick steps help make sure you're sharing with the right people

Your Posts

This controls who can see what you share when you post from the top of News Feed
or your profile. Your current setting is Friends.

Who would you like to see your next post?

AL Friends v Post

Changing this here will set the audience for your future posts, but you can change it whenever you

105t and we'll remember your choice for next time
| Yy




How much do people understand about the
collection and use of their personal data?

How much do they need to understand?

What controls are needed?
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